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PUBLIC CONFIDENCE

TRUST [ SIMON
'
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" TO CONVINCE THE LOSER

THAT HE OR SHE LOST
"

DAN WALLACH

TEXAS SENATE HEARING , 2008

" TO GUARNTEE A PEACEFUL RESOLUTION

OF THIS CIVIC BATTLE
"

JORDI BARAT , 2018

PERSONAL COMMUNICATION



THE ANATOMY OF PUBLIC CONFIDENCE

• HAND - MARKED BALLOTS

• MACHINEMARKED EVIDENCE
• PROOFS OF
KNOWLEDGE
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COLLECTION
AUDIT '

CURATION
• RISK LIMITNG AUDIT

a STORAGE & PROTECTION
• RECOUNTS

• TEMPER - PROOFING
• POSTELECTION AUDITS

• TRANSPORT



USA [GEORGIA 2018] DENMARK
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CHALLENGES TO PUBLIC CONFIDENCE

1) ELECTION TECHNOLOGIES
- COMPLEX

- UNOBSERVABLE

2) DISINFORMATION
CAMPAIGNS

-
POLITICALLY MOTIVATED

- NEW MEDIA

- GLOBAL INSTANTANEOUS DISTRIBUTION
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VOTING TECHNOLOGIES

OPTICAL BALLOT INTERNET

MARKERS VOTING
SCANNERS
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KENYA 2017



REACTIONS OF THE WINNER / LOSER

[Oct 27]
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IMPACT 2017

Aug 8 : GENERAL ELECTIONS

Aug 28 : SUPREME COURT HEARS ODINGA 's CASE

- SUSPICIOUS Loa FLUES

- NO ACCESS TO SERVERS

Sop 1 ; SUPREME COURT NULLIFIED RESUT
ORDERS FRESH ELECTION

Oct 26 : FRESH PRESIDENTIAL ELECTION
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KENYA INTEGRATED MANAGEMENT SYSTEM
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FROM BALLOT TO RESULT SERVERS IN

FRANCE
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FRESH PRESIDENTIAL ELECTION Oct 26.2017
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RISK - LIMITING AUDITS

A BETTER WAY

TO AUDIT

[ 'LINDEMANN & STARK 2012]



EVIDENCE RESULT

UHURU KENYATTA 8.223.369

RAILA ODINGA G.822.812

JOSEPH NYAGAH
38.029

BDUBA DIDA
38.004

EKURU AUKOT 27.400

INVALID /BLANK 411.51€
TOTAL

15.593.050

ELIGIBLE 19.611.423



RISK LIMITING AUDIT (RLA)

STEP 2 : SIZEPROCEDURE THAT
OF RANDOM SAMPLE

HAS A LARGE

PRE- SPECIFIED

CHANCE OF

CORRECTING AN

Erroneous ,z⇔w+ g)
step 1

SET THE CHANCE
[
°

(Risk - Limit ) 99.9% CERTAINTY



RLAS & DISINFORMATION

• PROLIFIC PLATFORM

-

• US DEMOGRAPHIC

• 105 PARTICIPANTS

. HYPOTHESIS :

WHEN ASKED ABOUT

# BALLOTS TO AUDIT

PARTICIPANTS ANSWER

HIGHER THAN RLA .

[DALELA ,KULYK, CS
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CONCLUSIONS
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# 1 BAD ELECTION TECHNOLOGY

IMPLIES HIGHER RISK OF

DISINFORMATION

#2 UNDERESTIMATING RISKS OF

ELECTION TECHNOLOGIES

CAN DESTABALIZE

DEMOCRACIES


